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] INTRODUCTION

The risk of unpatched systems is continuously reported as one of the top three threats
to SAP systems in every survey of SAP customers performed by SAPinsider since 2021.
Keeping up with SAP patches and updates is reported as the first or second greatest
security challenge confronted by customers in each year between 2021- 2023. Regularly
implementing notes and patches is reported as the most significant action performed by
organizations to secure their SAP solutions.

Regularly patching SAP systems is the single most important action you can take to
secure business-critical SAP applications from cyber threats. Despite concerns related to
zero-day vulnerabilities, every known SAP exploit has targeted existing vulnerabilities
for a which a patch was readily available from SAP. There is no evidence of the
exploitation of zero-day vulnerabilities for SAP applications. However, there is a wealth
of evidence for the exploitation of known vulnerabilities that have been fully patched by
SAP.

This includes well-known SAP vulnerabilities such as ICMAD, RECON and 10KBLAZE.
Security notes 3123396 and 3123427 patch for ICMAD. Note 2934135 secures against
RECON exploits. Protection against 10KBLAZE can be applied through notes 1408081,
821875, and 1421005. Some the notes for 10KBLAZE have been available since 2006. This is
13 years before CISA released an alert for the exploits.

Organizations take an average of three months to implement hot news notes for critical
SAP vulnerabilities. Yet threat actors can weaponize SAP vulnerabilities within 72 hours
of a patch release. Therefore, it is important to minimize the window of opportunity for
attackers by rapidly discovering, analyzing and implementing SAP security notes.

Based on the findings of the surveys since 2021, it is clear that security patching is
regarded by SAP customers as the most important action they undertake to protect
their SAP systems from cyber threats and also the area they experience the greatest
challenge. According to customers, the challenge is due to several factors. This includes
the overwhelming volume of notes, the effort related to validating the relevancy of notes
identified by SAP solutions, difficulties related to prioritizing notes, a reluctance to apply
patches that could impact system availability, issues related to scheduling downtime for
maintenance often due to competing business priorities, insufficient resources to apply
notes, and the challenge of validating whether patches are correctly applied.

This guide provides clear and practical recommendations to overcome every one of the
challenges to successfully patching SAP systems. Based on SAP guidance and best
practices observed by Layer Seven Security from engagements spanning more than a
decade, the paper addresses each of the issues reported in the surveys. We trust that the
implementation of the recommendations in this guide will enable SAP customers to
overcome one of the most persistent challenges to securing their SAP systems and
address the most significant cybersecurity threat to SAP solutions.

1 Cybersecurity Threats to SAP Systems, SAPinsider, 2021 - 2023



_ HIGH VOLUME OF SECURITY NOTES

Security notes are applicable to specific software components installed in systems.
The emphasis is on installed components, not used components. Since installed
components are part of the attack surface in an SAP system, they must be patched
regardless of usage.

Since security notes are applicable to specific system types with the relevant installed
software components, the challenge of dealing with the high volume of notes released
by SAP on Patch Tuesday (the second Tuesday of each month) can be managed by
automating the discovery of relevant notes based on available system types in your
SAP landscape and the installed software components and versions within the
systems.

There are several options for automating the discovery of relevant SAP security notes.
Maintenance Planner is available in the SAP Support Portal and accessed using at
https://support.sap.com/mopz. It calculates relevant notes based on system and
software information sourced and synchronized daily from the Landscape
Management Database (LMDB) in SAP Solution Manager within customer SAP
landscapes. The information in the LMDB is derived directly from the SAP System
Landscape Directory (SLD) in each landscape.
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Figure 1.1 SAP Maintenance Planner - Architecture

System and software information sourced from the LMDB can be reviewed using the
Explore Systems tile in the Plan and Execute section of Maintenance Planner.

Plan and Execute

Explore Systems Explore System Tracks
Lists all th s in

@ Sysbems in your landicape Lists all the tracks in your Landscape

Figure 1.2 SAP Maintenance Planner - Plan and Execute
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https://support.sap.com/mopz

Explore Systems provides detailed software information for each system such as
product versions, components and stack levels, as well as tracks and dependencies.
Tracks are used to group related systems and streamline maintenance.
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Figure 1.3 SAP Maintenance Planner - Explore Systems

Maintenance Planner identifies products that are out of maintenance, third-party
add-ons installed in SAP systems, and inconsistencies between displayed software
components and installed components in systems. Upgrade Dependency Analyzer
(UDA) is integrated with Maintenance Planner to help identify the impact of
maintenance tasks in dependant systems. Maintenance Planner identifies and
downloads the required software packages for planned upgrades or new systems.
Maintenance Planner calculates and displays recommended notes for systems in each
landscape. The notes are analyzed and managed using the View Recommended Notes
tile. It supports searching, filtering, grouping, sorting, and exporting of results. The
Calculate Notes option displays relevant notes for selected systems. Notes are
grouped by category including Security. You can select a note from the available
categories to view the details. CVE, CVSS and vector information is included for SAP
Security Notes.
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Figure 1.4 SAP Maintenance Planner - View Recommended Notes

Maintenance Planner can track the implementation lifecycle of notes using the
Processing Status option. The following values are supported for the option:

Transferring: Note is transferred for implementation
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In Progress: Note implementation is in progress
Not Relevant: Invalid or irrelevant note for the system

A Comments field is also included for users to provide additional information related
to the processing status of each note.

Figure 1.5 SAP Maintenance Planner - Change Processing Status

Security notes with automated corrections can be applied individually or through
support pack (SP) upgrades. As discussed in later sections, SP upgrades are
recommended for applying low and medium priority security notes. The SAP
EarlyWatch Report (EWA) can be used to identify outdated Support Packages for
systems. EWA can be accessed from the Launchpad for SAP ONE Support or SAP for
Me. It is also available in the SAP Engagement and Service Delivery Work Center in
SAP Solution Manager.

My SAP EarlyWatch Alert Reports

Standard Hide Filter Bar ~ Filters

Show Favorites Only: : Product: Rating: Date Range: Language:

~ 30.05.2023 - 09.06...

Latest report per system:
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Figure 1.6 SAP Solution Manager - EarlyWatch Reports
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Figure 1.7 SAP Solution Manager - EarlyWatch Results
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The following table shows the current status, the final assembly date at SAP, and the implementation date of selected key software components that are installed in the system.

Software el Support Final assembly Age of final assembly date in  Support Package import Age of SP import date in
Component elease  package ate months  date montns <2Ung
ponen g
BI_CONT 757 20 03.12.2018 55 31082021 2 @
SAP_ABA 70 21 03.12.2018 55 31082021 2 @
SAP_BASIS 740 21 03.12.2018 55 31082021 2 @
SAP_GWFND 740 2 21.06.2021 24 31.08.2021 2 A
ST 720 10 27.112019 43 31082021 2 @

Figure 1.8 SAP Solution Manager - Support Packages

System Recommendations (SysRec) in SAP Solution Manager provides the most
comprehensive solution for discovering relevant security notes for SAP systems. It is
the only solution that supports the full lifecycle management of SAP security notes.
SysRec is a standard application in SAP Solution Manager, recommended by SAP for
patch management. It is automatically enabled during the installation and setup of
Solution Manager.

Similar to the Maintenance Planner, SysRec calculates notes based on system and
software information stored in the LMDB. The calculation is performed weekly by
default but can be changed to a daily check for new notes. This will notify SAP
customers as soon as a new note is released.

SysRec has several advantages over Maintenance Planner for notes discovery. Unlike
Maintenance Planner, SysRec calculates notes for SAP platforms including databases
and operating systems and standalone components. This includes HANA, ASE,
SAProuter and the Web Dispatcher. It also analyzes the implementation status of
notes for ABAP systems and removes notes with automated corrections that have
been fully implemented from the results. For notes with manual corrections, SysRec
supports the addition of custom status options to tag and remove implemented notes.
In both cases, this reduces the volume of security notes by removing patches that
have already been applied.
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SysRec also has the advantage of displaying prerequisite and side-effect notes for
calculated results. Prerequisite notes are required before implementing corrections
and side-effect notes are recommended to counter known issues with implementing
the corrections.

SysRec supports more advanced filtering and sorting for security notes than
Maintenance Planner. This includes filtering results to identify kernel-dependant
notes and notes that can be applied using available support packages. The relevant
support package numbers are included in SysRec.
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Show Filter Bar

Standard \ Fitters  {Go
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Technical Applicati Support P
schnica Note Number  Short text Release Date e Priority L Category R Attributes
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[CVE-2023-32113] Information Disclosure A-Program No Kemel,
- 3320467 5/8/2023 BC-FES-GUI th high Undefined
ASS-ABAP vulnerability in SAP GUI for Windows with hig error neefine Dependent
priority
[CVE-2023-29188] Cross-Site Scripting 3-Comection  SAPK-
A-Program No Kernel,
AS5-ABAP 3315979 (XSS) vulnerability in SAP CRM WebClient  5/8/2023 CAWULCON  withmecium  74727INWEBC . Undefined o
ul priority UIF P
[CVE-2023-30742] Cross-Site Scripting 3-Comection  SAPK-
A-Program No Kernel,
ASS-ABAP 3315971 (XSS) vulnerability in SAP CRM (WebClient  5/8/2023 CAWUIUITAG  with medium  74727INWEBC Undefined
error Dependent
) priority
[CVE-2023-31407] Cross-Site Scripting 3- Correction
AS5-ABAP 3312892 (XSS) vulnerability in SAP Business 5/8/2023 EPM-BPC-NW-  ith medium A~ Program Undefined No Kemel,
Doc ertor Dependent
Planning and Consolidation priority
3- Correction
ASS-ABAP 3309056 [CVE-2023-27697) Code Injection 471012023 CRM-BF with medium SAPKU7132¢ 1 POEEAM Undefined o Kernel,

vulnerability in SAP CRM error Dependent

# Save as Tile Actions  Integra

Figure 1.9 SAP Solution Manager - System Recommendations

Since SysRec is widely used by SAP administrators to manage not only SAP security
notes but also correction, legal, performance and other notes, it is also recommended
for internal security groups. This will avoid inconsistencies that can arise when SAP
security groups rely on third party solutions to discover security notes. The results of
third party tools may not align with the results calculated by SysRec. SAP Basis
administrators are inclined to trust the results of SAP-delivered applications such as
SysRec over non-SAP solutions. This can lead to disputes and delays within
organizations as SAP Basis and security groups fail to align on the notes that should
be implemented. The risk is avoided when the groups share the same platform and
therefore organizations are aligned on the relevant security notes that need to be
applied.

For customers using SAP Focused Run for notes discovery, security notes can be
calculated using Configuration and Security Analytics (CSA). SAP releases XML
policies after Patch Tuesday in each month containing the rules to validate the
relevancy of newly released security notes for systems. The validation is based on the
availability of relevant software components and the implementation status of notes.
Software component information for each system is stored in the Configuration and
Change Database (CCDB) and updated regularly. The XML policies for each month
should be added to a composite policy for all security notes to identify missing
patches covering a longer period of time.
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Figure 1.10 SAP Focused Run - Configuration and Security Analytics

1¢ Recommendations:

Automate the Discovery of Relevant SAP Security Notes using Maintenance Planner,
Solution Manager, or Focused Run

IRRELEVANT SECURITY NOTES

Maintenance Planner, System Recommendations in SAP Solution Manager, and CSA in
SAP Focused Run calculate applicable notes based on the availability of relevant
software components in systems. Most security notes released by SAP include
software component information. However, some notes do not include details of
impacted software components. This can lead to false positives in the security notes
calculated for systems. Reviewing and validating security notes to identify and
remove false positives can be time-consuming and may delay the implementation of
required corrections. This is especially an issue for large SAP landscapes with a high
volume of systems.

The Cybersecurity Extension for SAP (CES) automatically discovers potential false
positive security notes calculated by SAP applications such as System
Recommendations and CSA. CES analyzes notes based on the availability of relevant
application components. The status of notes that are related to application
components that are not installed in target systems is changed to Irrelevant and
removed from the results calculated by SysRec. This dramatically improves the
quality and reliability of security notes calculated for SAP systems and eliminates the
manual effort involved in validating results. It also enables organizations to apply
corrections more rapidly and therefore minimize the window of opportunity for
threat actors to exploit SAP vulnerabilities.

o

Side Effect Motes

SM_AS5: Automatically changed by L75S

Status changed from "undefined” to "lrrelevant” - 6/24/2022 7:02:04 AM

Figure 2.1 SAP Solution Manager - System Recommendations - Change Log
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Irrelevant application components for databases and operating systems can be hidden
using the customizing table AGSSR_OSDB for System Recommendations. The table
can be maintained with transaction SM30 in SAP Solution Manager. Relevant
components can be set to Active and irrelevant components can be designated as
Inactive. Notes for inactive components will not be displayed in System
Recommendations.

1¢ Recommendations:

Implement the Cybersecurity Extension for SAP to automatically validate calculated
security notes and remove false positives

Maintain table AGSSR_OSDB in SAP Solution Manager for System Recommendations
to set active and inactive DB and OS application components

PRIORITIZING SECURITY NOTES

Based on the volume of security notes released between 2021 - 2023, there are an
average of 16 notes released by SAP each Patch Tuesday. Since notes are applied in
each system, a single SAP note can be applicable for multiple systems across several
environments in SAP landscapes. The effort required to analyze and implement the
corrections for required notes increases precipitously with the number of
environments and systems in each landscape.

This effort can be managed by prioritizing the implementation of security notes based
on the risk of the underlying vulnerabilities addressed by notes. Security notes are
categorized using a priority scale of hot news (critical), high, medium and low. The
priority of a note is based on the CVSS score of the related CVE for each note.

Low and medium priority notes for minor CVEs account for approximately 65 percent
of security notes released between 2021 — 2023. These notes can be implemented
through support packages if the notes include automated corrections and
organizations perform regular SP upgrades for systems. This can reduce the volume of
required notes by up to two thirds. Medium and low priority security notes with
automated corrections and available support packages can be identified using filters
in System Recommendations. The status of the notes can be changed to Postponed to
indicate that the corrections will be applied through the implementation of the
relevant support package.

Filters

Search for Fiters Q

Standard * \

Basic Show on Filter Bar

Technical System

R <

4 [ RE R

Release Date: | dd.MM.yyyy - dd.MM.yyyy
Note Type: | |Security Note ®
Priority: | |3- Cormection with medium priorty ® - Comection with tow priorty ®

Implementation Status:

SIRGIRIRS

Processing Status:

SAP Notes

Correction Types: | | Automatic ® v | ¥

More Filters (6)

G0\ Save Cancel

Figure 3.1 SAP Solution Manager - System Recommendations - Filters
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System Recommendations - SAP Note Overview

Standard *

SAP Notes for selected technical systems: 304 Lo @
Technical System Note Number Shorttext Release Date Application Component  Prorty Support Package Correction Types
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and Enterprise Search for Business Partner,

[CVE-2023-30742] Cross.Site Scripting (XSS) 3- Correction with

ASS-ABAP 3315971 loerabity m SAP OV b rent U 611212023 CAWULUITAG e ooty SAPK-74727INWEBCUIF  Automatic

[CVE-2023-30747] Cross-Site Scripting (XSS) ; y 3- Correction with omatic

FRI-ABAP 3315971 ilnerabity n SAP CRM (b tont U 6/12/2023 CAWULUITAG i ottty SAPK-10409INS4FND  Automati
[CVE-2023-30742] Cross-Site Scripting (XSS) 3- Correction with

- 597 1121 WULUL - utomati

S4D~ABAP 3315971 Vulnerabitty In SAP CRM (WebClons U) 611212023 CAWURUITAG mackem prorky SAPK-10506INS4FND  Automatic

Updat 0 socurty ot 315971 - CVE 2023 oo

Ass-aaap 222000 307421 Cros S Sripting (459 winerabiy i 61272023 AwLUTG 3-Commelonwih Gy 2a72mEBCU Aot
AP CRM (ieClent U jum ity
Updat 0 scurty ot 315971 - CVE 2023 oo

Fri-ABAP 222000 20742 Cross-Ste Scrpting XS5 vnerablty i 6122023 AwLUTG Comecton i Guprs0i0aNS4D  Avtomate
SAP CRM (WebClient Ul) medium prartty
Updat 10 socurty ot 315971 - CVE 2023 oo

- w2200 307421 Cros S Sriting (459 winerabiy i 61272023 AwLUTG 3-Comelonwih Gy a0507NSTND  Avtomate
SAP CRM (WebClient UI) priority

N [CVE-2023-32114] Denial of Service in SAP 4- Comrection with low omatic

AS5-ABAP 3325642 Netemmer (Change and T Sy 6112/2023 BC.CTSTMS.CTR oy SAPKB74030 Automati

FRI-ABAP 3325642 [CVE 2025 8214] Derial of Servce in SAF 611212023 BC.CTSTMS.CTR 4- Comectionwith low <, oy 75409INSAPBASIS  Automatic
NetWeaver (Change and Transport System) priority

S4D-ABAP 3325642 [CVE2023-32114] Derial of Service in 547 6112/2023 BC-CTSTMS-CTR 4- Corection wihloW 5ok 75507INSAPBASIS  Automatic
NetWeaver (Change and Transoort System) oo

Figure 3.2 SAP Solution Manager - System Recommendations - Results for Medium and Low Priority Security
Notes with Automatic Corrections and Support Packages

Change Status

To Be Implemented

To Be Implemented

Implemented

Implemented

New version available
New version available

New

New

Irrelevant

Irrelevant

Postponed
Postponed

Enter your comment below (max. 255 characters):
To be implemented via Support Package SAPK-10504INS4CORE

OK Cancel
Figure 3.3 SAP Solution Manager - System Recommendations - Note Status

Hot news security notes should be prioritized for implementation within 30 days of
the release date. Corrections for high priority security notes should be applied within
90 days of the release date. Hot news and high priority security notes account for
approximately 15 and 20 percent, respectively, of the security notes released by SAP.

1¢ Recommendations:
Implement Hot News Security Notes within 30 Days

Implement High Priority Security Notes within 90 Days
Implement Low and Medium Security Notes using Support Packages
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MAINTAINING SYSTEM AVAILABILITY AND INTEGRITY

SAP solutions include numerous software and application components, as well as
thousands of technical objects such as function modules, methods, and programs.
Security notes can impact the availability and performance of components and objects
in systems. Therefore, identifying the impact of notes before they are applied is vital,
especially for SAP solutions that require high availability. Insufficient information to
support the identification and testing of areas impacted by security notes is often
cited as the root cause of long patch cycles that delay the implementation of security
notes.

This can be addressed by referring to the Object List for each security note in System
Recommendations. The Object List identifies the specific objects impacted by the note.
It also provides usage counts for the objects. Usage counts are sourced from Usage and
Procedure Logging (UPL) and the ABAP Call Monitor (SCMON) in SAP Solution
Manager. This information enables SAP administrators to determine the scope and
extent of testing required for security notes. Notes impacting many objects with high
usage counts may require detailed integration or regression testing. Conversely, notes
impacting few objects with low usage counts indicate that customers may be able to
employ less complex and more rapid test methods such as smoke tests.

Show Object List

Object List O
Transport Transport Transport Object Obiject
Technical Note Program Object Object Program Tz Mo Usage
m mber | ADI n
SpEB AIES D Type Name DTADIR)  vrapir)  (rADIR) | U™

IF_HTTP_
EXTENSI
AS2~AB 5319172 LIMU METH ON~HAND R3TR CLAS ALy 81
AP EXT_ITS
LE_REQU
EST

Start Change Impact Analysis Cancel

Figure 4.1 SAP Solution Manager - System Recommendations - Object List

Business processes impacted by security notes can be identified using the option Start
Change Impact Analysis for selected notes from Integrated Desktop Actions in System
Recommendations. This option integrates with Business Process Change Analyzer
(BPCA) in SAP Solution Manager. Business process information is maintained in
Solution Documentation. The results of the change impact analysis can be integrated
with Test Suite in Solution Manager for selecting and executing custom and
SAP-delivered test plans covering impacted areas.
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Business Process Change Analyzer - SAP Selution Manager

~ Change Impact Analysis

1. Select Impact Analysis Type

SAP S/4HANA Release Upgrade Transport Requests Saved Variants: No Variants Load | Delete
Support Packages and Support Package Stacks  (») Object List
Enhancement Packages Change Transaction

Planned Business Function Activation

2. Select system and client in which objects are located
= System: | ASS ?

*Client 000 [

3. 3. Select Objects

» Show Coniext Information

View: [Standard View] »
7 Object Type Description Object Name Keys
. METH CL_CRM_SAVE_REGISTRATION_IMPL EH_ONSAVE
METH CL_THTMLE_SELECTION_BOX ~ PROCESSTABLE

Figure 4.2 SAP Solution Manager - System Recommendations - Change Impact Analysis
1¢ Recommendations:
Analyze the Object List for Security Notes in System Recommendations

Perform Change Impact Analysis for Security Notes in System Recommendations

SCHEDULING DOWNTIME FOR SECURITY PATCHING

The implementation of security notes via SNOTE in ABAP systems does not typically
require a system restart and therefore there is no need to schedule downtime for
security patching. However, restarts are required for notes that involve kernel
upgrades. They are also required for HANA, Java and other systems when upgrading
software components, unless they are revision updates.

This can be a significant challenge since SAP solutions typically need to maintain a
high level of availability. The implementation of security notes should be scheduled at
the same time as other maintenance tasks to minimize the downtime. Maintenance
windows should be scheduled using Work Mode Management in SAP Solution
Manager. Scheduling downtime in Work Mode Management will supress availability
alerts and ensure that downtimes do not impact SLA targets for availability.

Change Request Management (ChaRM) in SAP Solution Manager should be used to
request, approve and track the implementation of security notes. ChaRM requests can
be created for required security notes directly in System Recommendations using the
option Create Request for Change. The requests can be migrated progressively
through system environments based on the integration between ChaRM and the
Transport Management System (TMS).
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System Recommendations - SAP Note Overview

Standard v Show Filter Bar ~ Filters.
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Technical System  Note Number Short text Release Date Priorit Support Package  Correction Types
% Component o P & b
[CVE-2023-30742) Cross-Site Scripting
3-Comectionwith ~ SAPK
- 3315071 XSS) vulnerabilty in SAP CRM (WebClient  6/12/2023 CAWUI-UITAG Automati
ASS-ABAR [u‘) ) winerabiieyin (WebClen medium priority 74727INWEBCUIF utomate
Update 1 to security note 3315971 - [CVE
3-Correctionwith ~ SAPK-
AS5-ABAP 3322800 2023-30742) Cross-Site Scripting (XSS) 6/12/2023 CAWUI-UITAG onecton v Automatic
; medium priority 74727INWEBCUIF
vulnerability in SAP CRM (WebClient Ul)
AS5-ABAP 3325642 [CVE:2023-32114] Denial of Service In SAP ¢, 505 BeCTSTMSCTR & COMecionwith - op74030 Automatic
NetWeaver (Change and Transport System) low priority
[CVE-2023-33986) Cross-Site Scripting
3 - Correction with
AS5-ABAP 2826092 (XSS) vulnerability in SAP CRM ABAP 6/12/2023 CRMAPSBTX-APL - 0TS R SAPKU71319 Automatic
(Grantor Management) priority
Multiple vulnerabilities associated with
rise License M
AS5-ABAP 3328495 Reprise License Manager 14.2 component g3 CAVE 1- HotNews

used with SAP 3D Visual Enterprise License [T rr—
Manager L

[CVE-2023-32113] Information Disclosure g0 scresaul 2 Correction with Start Change Impact Analysis
Vulnerability in SAP GUI for Windows high priority Create Request for Change

AS5-ABAP 3320467

#; Save as Tile Actions _ Integrated Desktop Actions

Figure 5.1 SAP Solution Manager - System Recommendations - Create Request for Change

1¢ Recommendations:

Include the implementation of security notes in maintenance work modes maintained
using Work Mode Management in SAP Solution Manager

Request and track the implementation of security notes using Change Request
Management (ChaRM) in SAP Solution Manager

INSUFFICIENT RESOURCES TO APPLY SECURITY NOTES

The root cause of resource constraints related to analyzing and applying SAP security
notes is often inefficient patching procedures. Patching procedures that rely on
manual methods or fail to focus on critical and high priority notes will require more
effort and therefore consume more resources than procedures that rely on automated
methods and use a prioritized approach for notes. The effective use of System
Recommendations in combination with the Cybersecurity Extension for SAP,

Change Impact Analysis, Test Suite, Work Mode Management, and Change Release
Management will reduce resource requirements and streamline patching processes.
The efficiency gains realized through automation can be increased by concentrating
patching efforts on hot news and high priority notes and excluding medium and low
medium priority notes. The latter account for approximately two-thirds of security
notes.

1¢ Recommendations:

Automate Patching Procedures

Prioritize Hot News and High Priority Security Notes

VALIDATING THE IMPLEMENTATION OF SECURITY NOTES

System Recommendations analyzes the implementation status of notes when
calculating relevant security notes for ABAP systems. Notes can have the following
implementation status values:

1. Incompletely implemented - Not all the relevant correction instructions have been
implemented, or some correction instructions have only been partly implemented.
The objects that need to be corrected are inconsistent. You must therefore implement
this SAP Note in your system again.
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2. Obsolete version implemented - SAP has corrected an SAP Note that contained
errors. Implement this note in your system again.

3. Can be implemented - The SAP Note contains correction instructions that you may
need to implement in your system.

4. Implemented completely - The corrections in the SAP Note have been implemented
completely in your system. No action is required.

5. Cannot be implemented - The SAP Note does not contain any correction
instructions that you can implement in your system. No action is required.

6. Deprecated — After you implemented the corrections in the Note, you imported a
Support Package that also contains these corrections. The errors have now been
removed.

Notes with values (), (5) or (6) are considered implemented or not relevant and are
automatically removed from the calculated results in SysRec.

Kernel notes and notes for HANA and Java systems are calculated by SysRec based on
the versions and patch levels of installed kernels and software components. This
information is sourced from the LMDB. The LMDB is periodically synchronized with
the SLD. Therefore, security notes that were previously calculated as relevant for
HANA and Java systems should be automatically removed in SysRec once the
software information is updated in the LMDB to include the required versions, SP
level or patch level. A manual refresh can also be triggered using the option Refresh
Technical System from SLD in the System Overview section of the LMDB.

8 < B SAP System Landscape Technical System - Edit Q
VIl AS5 (Application Server ABAP) Product Instances Product Instances (Details) Software Component Versions
O ] Software
& System Database Add Delete| | [Rey De A ®

& Technical Instances

Display Name Supplier Installation Type ~ System or Insta...  SP Level Patchlevel  Prod.
[] ABAP Clients
0 Hosts AOFTOOLS 500_740 (AOFTOOLS 500_740)  automatic Installed on Syst... AS5 on layer7as5 0004
. CPRXRPM 610_740 (CPRXRPM 610_740) automatic 0012 v
"2 Destinations
2 CTS_PLUGIN 200 (CTS_PLUG 200) automatic 0024 G
©4 Related Logical Component
Y e 175 100_702U automatic
MDG FOUNDATION 747 (MDG_FND 747) automatic 0018 v
PI_BASIS 7.40 (PI_BASIS 740) automatic 0021 v
REALTECH - RTCISM 100 (RTCISM 100) automatic 0001 v
SAP ABA7.40 (SAP_ABA 740) automatic 0021 v
SAP AP 7.00 (SAP_AP 700) automatic 0037 ™
SAP BASIS 7.40 (SAP_BASIS 740) automatic 0021 v
SAP BW 7.40 (SAP_BW 740) automatic 0021 v
SAP CRM ABAP 7.13 (BBPCRM 713) automatic 0018 v
SAP FIORI FOR SAP SOL. MGR 1.0 (ST-UI 100) ~ automatic 0009 v
SAP IW FNDGC 100 (IW_FNDGC 100) automatic 0005 v
SAPIW GIL 100 (W_GIL 100) automatic 0007 v
SAP NW 7.40 B CONT ADDON 7.57 (BI_CON... automatic 0020 v
SAP NW GATEWAY FOUNDATION 7.40 (SAP_.... automatic 0026 v
SAP WEB UIF 747 (WEBCUIF 747) automatic 0018 v
SAP BS FOUNDATION 747 (SAP BS FND7... automatic 0018 7

Figure 7.1 SAP Solution Manager - LMDB - Software Components

8 < & SAP System Landscape Technical System - Edit Q
© v I AS5 (Application Server ABAP) System Type: Application Server ABAP
&1 Software Extended System ID: AS5 [

£ System Database Systom D3 4SS
& Technical Instances
[] ABAP Clients

0 Hosts Installation Number: 0020866491

Database Host: layer7as5

2 Destinations Release: 740

5 5 Related Logical Component
Groups

Product Versions: SAP SOLUTION MANAGER 7.2 [automatically supplied]

o7 Where Used | | Details | [Assign Java Stack ]|
Last Manual Change in LMDB: 26.10.2022 15:2¢ Change Extended System ID

ap Delete Technical System from LMDB

Attrbutes  Technical Scenarios alled Licenses

Short Description: | SAP Solution Manager DEV

IT Admin Role: | Development System Vi@
Priority: | Medium V@
Lifecycle Status: | Active V@

Additional Attributes of Technical System

Figure 7.2 SAP Solution Manager - LMDB - SLD Synchronization
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Notes with manual corrections can be labelled as Implemented using the Status
option in System Recommendations. A status option for implemented notes can be
added using the customizing table AGSSR_STATUS maintained via transaction SM30
in SAP Solution Manager. Security notes with the status value Implemented will be
excluded from the results in SysRec based on the default filters.

The Cybersecurity Extension for SAP tracks and reports security notes implemented
in SAP systems. Notes implemented within the last 90 days are reported in the
Vulnerability Report and include details of the note number, version, implementation
status, and implementation date. The results can be exported for offline analysis and
reporting.

Search ala L

NOTE VERSION PRSTATUST PRSTATUS DATE

0003269352 0005 Completely implemented = E 2023-06-15
0003270509 0005 Completely implemented = E 2023-06-15
0003271227 0003 Completely implemented ~ E 2023-06-15
0003274585 0008 Completely implemented  E 2023-06-15
0003274920 0007 Completely implemented  E 2023-06-15
0003282663 0004 Completely implemented = E 2023-06-15
0003287291 0006 Completely implemented = E 2023-06-15

) Comments Action Plan Change Owner ~ Change Status.

Figure 7.3 Cybersecurity Extension for SAP - Vulnerability Report - Implemented Notes
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